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The change: the future is very different from the past

Past Future
Solutions Technology-driven Human/Business need driven

Driver Consumer 
(BW)

Industry & Consumer 
(Latency & SLA)

Architecture Heavily Centralized Massively Distributed

Partnership Monoliths w/Limited APIs Modular w/Co-design & Open specs

Standards Definitive Iterative

Investment Singular
(Operator only)

Multiple & Cooperative
(Many contributors/new players)

Flexibility Limited 
(Provisioned)

Large
(Software definable)

Sharing Static and Limited
(HW VPNs )

Dynamic and Infinite
(SW Slices)

Innovation Speed Per annum/decade
(new services)

Per hour/day
(new apps)



© 2017 Nokia3

Fundamental digital needs for new human & business value creation

imperceptible
latency

seemingly infinite
capacity

terascale 
things

personalized
protection

global-local 
alliance

human cognitive 
operation

Need:
100x capacity growth

in <10 years
1

Need:
Enable dynamic, contextual security 

& trust @ terascale
6

Need:
Millisecond latency for networks & 

new ‘human’ services
2 Need: 

Optimize TCO for
a trillion things

3

Need: 
Massive distribution of cloud infra 

with global federation
4 Need:

Human assistance & task automation 
@ machine scale

5
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Imperceptible latency – New applications redefine network requirements

Shift to highly distributed cloud architecture required to realize new business value

Low latency drivers

§ Virtualized cloud access
§ Interactively-intense 

AR/VR applications
− virtual remote control
− real time cloud rendering
− haptic interaction

§ Critical control systems
− industrial/utility
− vehicular automation
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The future network is a new digital infrastructure
for the “automation of everything”
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Estimated value creation potential by 2025
of the Internet of Things
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Seemingly infinite capacity - Networks are reaching physical limits 

Shannon limit: We are approaching 
the limit of spectral efficiency

Radical shift in network architecture needed to deliver required access capacity

Spectrum exhaust: Low band  (< 6Ghz) 
spectrum is nearing exhaustion

Increasing spatial density and 
multiplexing  are the new capacity dimensions

Move to within 100 m to scale density by 10X

Open up 10X more spectrum in 
20-100 GHz bands

Form beams to increase S/N by 
5-10x 
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Imperceptible latency – Shift to ‘human’ control changes everything

Electric grid control

Autonomous vehicles

vRAN

Haptic VR & tele-operation

Cloud-assisted driving

BW-efficient 360° video

Hi-Res cloud gaming

4K video streaming

VoIP/video conferencing

Web page load

Vestibulo-ocular reflex

IM chat & bots

High-Frequency trading

Sprint start
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Max application delay for processing

Human response times (for reference)

Radical shift in network architecture needed to deliver required latency
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Terascale things – Expanding lifetime and throughput for IoT

Tracking applications

Supply chain

Clinical remote monitoring

Retail goods monitoring
Manufacturing
Fleet management

Connected drones

Public space advertising

In-vehicle internet 
access Fleet mgmt (Video)

VR gaming

Self-driving cars

Video surveillance (Solar)

High def IoT (drone) video
Digital heads-up display (AR)
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Daily Data Consumption

Can be supported by extensions of 
current radio technologies

Source: Bell Labs Consulting

New radio architecture required for terascale machine type communications
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Human cognitive operation – Networks must anticipate & act at human speed

Increasing digital complexity requires cognitive control and automation
2015 2016 2017 2018 2019 2020 2021 2022 2023

0x

2000x

4000x

6000x

8000x

10000x

12000x

14000x

16000xMicroservices
B

10X

Physical Network

Virtual Network 1

Virtual Network n

…

Network Slices
A

5X

Traffic Peak to Average
D

4X

Increasing levels of network 
intelligence required to 
support growth in network 
capacity with stability 

Rise in network transaction 
complexity required to 
deliver dynamic services at 
massive scale
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Source: Bell Labs Consulting

Control capacity scaling 
& optimization
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Personalized protection – Value of personal data vs. unsecured IoT world

New approach required for scalable (trusted) data protection

“Information is (only) secure when it costs more to get it than it’s worth.” Kevin 
Poulsen (hacking pioneer, editor of Wired magazine)

-

20 

40 

60 

80 

100 

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025

Security-critical
Devices

Security-sensitive
Devices

Low Security
DevicesN

um
be

r o
f D

ev
ic

es
 (B

ill
io

n)

Devices Exposed to Security Threats Worldwide

Source:
Bell Labs Consulting

Increasing number of data breaches triggered by the 
increasing value of digital data.

Low risk and high potential gain from ‘ransomware’ 
attacks.

Expanding threat surface due to a move from 
billions of smart devices to trillions of simple things 
that will be connected to the internet.

Future potential for disrupting industrial and 
infrastructure systems via network-based automation 
and cognitive operation systems.
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High level architecture: The Future Network Architecture

Future network: cognitive + converged + cloud-optimized network (r)evolution 

long
fibers

short
waves 
& wires

Programmable
Network OS

Universal
Adaptive Core

Humans
& Machines

multi-operator
federation

access agnostic
converged core

modular, decomposed
network functions

Massive
Scale Access

Access
Remote

mass edge
monitoring

new trust
framework

ecosystem
sharing

4

5

8

1

2

common
data layer

self-optimized
coverage

& capacity

dynamic
network 
optimization

dynamic
customer
services

SDN NFV

Management &
Orchestration

Dynamic Data 
Security

Smart Network 
Fabric3

machine

learning

analytics
Augmented

Cognition Systems

External
data sources Digital Value 

Platforms ANP, CSP, ICP, 
Vertical apps

Converged
Edge Cloud

7

6Open APIs
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The 8 technology/architecture domains for a new digital reality

Future success defined by leadership in multiple domains

The emergence of the edge 
cloud for low latency and high 
performance

Converged Edge Cloud

2

The emergence of the 
network OS to enable 
programmability and 
network federation

Programmable Network OS

Net OS

Net OS
Net OS5 The emergence of 

new trust models & security 
architectures

Dynamic Data Security

Adaptable 
Security

Digital
Trust8

Smart Network Fabric

Creating dynamically 
reconfigurable IP + optical  
metro and core networks

3

The creation of ultra-small and 
ultra-close access nodes

1
Massive Scale Access

Scalable
Remote

Massive
MIMO

Pervasive cognitive 
capabilities for operating 
networks & systems

Augmented Cognition Systems

6

Universal Adaptive Core

Access-agnostic core for 
seamless user experience

4
Network attach

Session mgmt.

Policy control

Digital value platforms 
augmented by advanced 
network capabilities

7
Digital Value Platforms

Net OS
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Massive scale access – Enabled by spatial multiplexing and new spectrum

GHz

2,9 GHz
2 + 0,9 GHz BW

1 GHz

70-85

38

90-95

< 6

28 2 GHz
150/852 MHz BW

10 GHz
5 GHz BW

4 GHz
50 MHz BW

Availability

Spectrum Frequency é
à path loss é

Cells sizes ê
à mmWave ü

Massive antenna arrays 
to overcome propagation challenges

High digital data rates

1-2 GHz 
bandwidth

20 Gbps 
2x2 MIMO

> 100 Mbps 
cell edge rates

≥ 16 element arrays at base station

Beamforming at RF 

Polarization à 2 stream MIMO

Chip-scale array elements

Latency
<1 ms

• Appropriate numerology
• Frame structure
• Variable scheduling intervals 

<< 1 ms

Dynamic 
TDD
each slot usable 
for DL/UL/ 
backhaul

cm/mm-wave & massive antenna arrays essential enablers of ultra-capacity RAN

1
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Converged edge cloud – driven by low latency and high performance

Core
Cloud

Converged 
Edge Cloud

enterprisefixedcellular

Access

• Centralized data centers 
co-located with 
IP/optical PoPs

• 10 – 50ms latency

• Ultra-capacity long-reach 
fiber access

• Highly distributed remote 
nodes

Unavoidable shifts in network 
architecture :

Distribution of key edge/core functions & 
applications to edge cloud to localize 
traffic and reduce latency

Virtualization of SW-defined access 
functions in edge cloud for better agility 
and reduced TCO

Low-latency applications
• applications and user plane functions 

close to the access

Massive network capacity
• scaling delivery for UHD video, VR/AR 

and personalized content consumption

Distribution of ultra-small remote units 
to achieve higher data rates

Core control plane

Applications

Content

Core control plane

Applications

Content

• Emerging metro 
data centers

• ~50k-250k subscribers 
(multiple/large metro)

• 1-5ms latency Virtualized
Access Functions

Content
Delivery

Applications 
incl. MEC

Virtualized
CPE & BNG

Mobile Core
User Plane

2
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Smart network fabric - reconfigurable IP/optical fabric for dynamic digital delivery

Scale, flexibility, and programmability for new distributed cloud driven delivery

3

Cloud-Centric Network Fabric
• Network built around new edge/

core data center hubs
• All network resources organized as 

programmable pools of capacity
• Network OS composition/control

Cloud-Optimized IP Routing
• From tiny virtual routing endpoints to 

massive multi-Tb core routers
• Scalable hybrid control plane
• Segment routed data plane with 

centralized traffic engineering

Ultra-Scale Flexible Optics
• Spectral & spatial superchannels
• Spectrum-adaptive networking & fully 

flexible wavelength routing
• Dynamically adaptive optical-Ethernet 

switching

Network OS

core cloud
edge cloud

core

Scalable optics: Tb superchannels
Flexible optics: modulation/spectrum/time adaptive

Multi-Terabit
core router

Scalable
virtual
router

Reconfigurable DC 
network hubs

central IP/optical 
resource control

vApp
vApp

vNF
vNF
vNF

centralized path optimization

vApp
vApp

vNF
vNF

metro

DC
fabric

distributed routing

Hybrid control planesegment
routing
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Smart network fabric – underpinned by flexible ultra-scale optical capacity

Advanced optical networking technologies fundamental to efficiently scaling the network

3

Flexible Optics Empower Programmability
• Assignable pools of optical interfaces and spectrum
• Adjust capacity vs. distance (via symbol rate, modulation order, or 

spectrum width), optimized at network level

Network OS

Variable rate 
vs. distance Fully flexible

wavelength
switching

Any port,
any wavelength, 

any direction

Dynamic optimization 
of flexible optical 

resources

λ2
λ3

λ1

Superchannels Essential to Advancing Scale
• Spectral superchannels enable Tb+ interface rates
• Spatial superchannels and component integration required for 

future orders of magnitude scaling

WDM
Wavelengths

SD
M

Sp
ac

e

Spatial superchannels

WDM
Wavelengths

SD
M

Sp
ac

e

Spectral superchannels

Superchannels aggregate spectrum for
efficient very high rate interface rates
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Universal adaptive core
Extended packet core versus future network architecture

4

•Radical simplification by separating orthogonal functions — session management, access/mobility management 
and user plane are independent network functions to enable distributed user plane deployments for latency-
critical applications hosted in edge clouds

•A service-based architecture allows for rapid creation of new services. Network functions will expose their 
capabilities as ‘services’ that can be consumed by any other network or application function, enabling flexible 
per-service software deployment.



© 2017 Nokia19

Programmable Network OS – enabling multi-operator federation

Federation of network OS drives E2E network programmability in new global-local  paradigm 

5

Multi-Operator Federation
• Common service composition & APIs 

spanning multiple networks
• Unified network state & policy 

framework
• Enables global dynamic connectivity 

and network slicing services
• Via federated brokers and/or 

consortiums

Multi-Operator Federation

network
x

network
y

network
z

Federated
networks

metro core

Network APIs

Cross-domain SDN

Access
SDN

DC 
SDN

WA
N

SDN Virtual Infra. Mgr.

VNF Manager & EMS

NFV Orchestrator 

OSS/BSS & Service Orchestration

vNF
vNF
vNF

edge cloud

core
cloud

applications

global 
network 
broker

vNF

vNF
vNF

SDN/NFV
network slice

vNF

vNF

dynamic
customer
services

dynamic 
network 

optimization
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C

on
tr

ol



© 2017 Nokia20

Network slicing

UE Edge Metro Regional

Internet/Service dom
ain

Access

Enhanced mobile broadband slice

IoT slice

Low latency slice

Radio front  end RAN higher 
layers (eMBB)

Gat eway

Radio front  end RAN higher 
layers (IoT)

Gat eway

Radio front  end RAN higher 
layers (URLLC)

Gat eway

5
Example of network slices for different services
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Augmented cognition systems
Cognitive cloud as analytics- and machine-learning-based autonomics engine

Machine Learning and Analytics Engines

Operator Data
(e.g.  historical 

traces)

Social networks, 
Content and 

Forecasting sites

vIMS vEPC VNFx
Common Data Layer

Cross-domain coordinat ion

Network 
Optimization

E2E Self-Organizing &
Opt imizing Networks

Security  
Anomaly/ threat  detect ion, 
immunizat ion, and at tack 

mit igat ion

Elastic Scaling
Predict ive analyt ics for 
insight -driven resource 

assignments

Reliability
Anomaly/ fault  predict ion,

detect ion, and self-
healing.

Learning from
the past

Multi-dimensional 
optimization

Addressing
the unknown

Anticipating
the future

Automation

Ne
tw

or
k 

O
S

6
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Digital value platforms
Types of existing and future digital value platforms

Combining local delivery with global reach
• Service performance with local customizat ion 
• Innovat ive and disrupt ive business models
• New players in global-local value networks

Low latency
edge processing

Media & entertainment

Critical control platforms

Self-
driving

Industrial
automation

Smart 
grids

Vertical & infra 
automation

Health
care

Smart
city

Smart
home

Data & knowledge 
discovery

Supply-demand matching

Comms, commerce, 
context & user-content

AR/ VR

Dynamic high
capacity access

Reliable & secure 
network slices

Network enablers

Converged
Edge Cloud

Massive-Scale 
Access

Humans
& Machines

Cent ral
Cloud

VR/ AR/MR

Volumetric
video

Expert assistance

Big Data
analytics

7
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Dynamic data security
Dynamic data security based on digital trust and automated security

Converged 
edge cloud

Massively 
scalable analytics 
at  the edge

machine

learning

analyt ics

analyt ics
autonomic
s analyt ics

autonomic
s analyt ics

SDN NFV

Shared t rust  & 
security 
intelligence

Deep monitoring 
using embedded 
agents

Security 
autonomics using 
cloud and SDN

Integrity 
assurance

Cognit ive self-
opt imizing security 

& t rust  policies

Use cases:

Automated 
Security
built -in, 

systemat ic

Digital Trust
in data-driven 
automat ion Accessing cloud 

resources f rom 
mult iple providers

Trust-based mult i-
party service 
composit ion

s

8
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Major research challenges

• Low latency requires: New network architecture with edge clouds close to the end user and centralised clouds with flexible function split, 
optimisation of radio interface, RAN and core processing

• Use of network analytics, big data and artificial intelligence/machine-learning, neural networks and quantum computing to enable complex network
management and automation

• Optimisation of network protocols beyond the today’s Internet protocol to meet new requirements

• New security mechanisms as part of the overall system design from the start

• Software technology for efficient and secure implementation

• Exploration and exploitation of centimeter and millimeter wave frequency bands
• Massive antenna arrays and use of carrier aggregation techniques across available frequency bands
• Means for spectrum sharing and co-existence

• Optical communication:
• Scalability and programmable flexibility of optical links
• Tunable wavelength
• Variable modulation schemes
• Approaching limits in optical transmission by exploiting all dimensions amplitude, phase, polarisation of light, frequency and space

• Energy efficient devices, systems and protocols

• Chip architecture design and implementation for high processing power
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