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“In the services track we will discuss 
new communications services, their 
requirements and their impact on a 
changing society, including aspects 
such as cloudification and protection 
against cyber crime and cyber war.”



3/6

In-Vehicle	Networks

Wire harnesses are:

Costly (> $1000)
Complex (> 4000 parts)

Heavy (> 40 kg)

Warranty issues (> 65 IPTV)

◆ Replace wires by a wireless
access point

AP

◆ Packets have deadlines
◆ Flows have throughput 

requirements
◆ Channels are unreliable
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FCC Action on July 14, 2016

◆ 10.85 GHz spectrum
in mm band released
– 3.85 GHz licensed
– 7 GHz unlicensed

◆ 18GHz more proposed
for later release

◆ MM Wave Challenges
– Directional transmission
– Absorption

A new wireless information age?
Multi-hop networks with end-to-end guarantees?
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Security of Cyberphysical systems
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◆ Overall system has
– Physical plant
– Actuators
– Sensors
– Routers
– Computational nodes
– Network

◆ But some of the routers, 
computation nodes, 
sensors, actuators may 
be compromised

◆ How do we secure the 
overall cyberphysical 
system?
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◆ Semantic layer defense
◆ Dynamic watermarking
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Thank you


